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The  Honorable  Jeff  Bingaman 
Chairman,  Subcommittee  on  Technology 
and  National  Security 
Joint  Economic  Committee 
United  States  Congress 

Dear  Mr.  Chairman:  0710  Quality  inspected  3 

As  you  requested,  we  have  reviewed  several  matters  relating  to  the 
Department  of  Defense’s  (dod)  use  of  foreign  sources  for  critical  compo¬ 
nents  of  its  weapon  systems.  More  specifically,  we  analyzed  ( 1 )  D  _•  sig¬ 
nificance  of  U.S.  dependencies  on  foreign  sources,  (2)  dod’s  awareness  of 
foreign  dependencies  and  whether  previously  identified  foreign  depen¬ 
dencies  still  exist  for  the  Abrams  tank  and  F/A-18  Hornet  aircraft, 

(3)  the  use  of  buy  American  restrictions  during  the  procurement  of 
items  essential  to  the  production  of  the  Abrams  tank  and  the  F/A-18 
aircraft,  and  (4)  two  major  dod  efforts  to  assess  the  significance  of  for¬ 
eign  dependencies  on  the  U.S.  defense  industrial  base:  the  U.S.  defense 
industrial  base  information  system  and  revised  dod  guidance  for 
assessing  foreign  dependence  throughout  the  acquisition  process. 
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The  overall  extent  of  foreign  sourcing  and  foreign  dependency  and  their 
significance  for  national  security  are  unknown  because,  among  other 
things,  dod  has  only  limited  information  on  foreign  sources  of  supply  at 
the  lower  tiers  of  the  supplier  base.  Moreover,  no  criteria  have  been 
established  for  determining  what  the  levels  of  foreign  dependency  toler¬ 
ance  should  be  for  various  items  and  what  actions  dod  could  or  should 
take  to  reduce  the  associated  risks.  We  also  found  that: 

•  dod  officials  have  little  awareness  of  the  extent  of  foreign  sourcing  or 
dependency  in  their  weapon  systems,  particularly  beyond  the  prime 
contractors  and  their  immediate  subcontractors,  dod  program  officials 
are  not  required,  and  take  no  special  action,  to  maintain  visibility  into 
foreign  sourcing/dependency. 

•  Several  items  for  the  Abrams  tank  continue  to  be  foreign  dependent. 
Domestic  sources  were  usually  not  awarded  the  work  under  dod  con¬ 
tracts  or  subcontracts  because  of  availability,  quality  and  cost  consider¬ 
ations.  For  those  items  in  which  cost  was  the  primary  consideration, 
contractors  stated  that  even  if  dod  were  willing  to  pay  the  higher  prices 
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Background 


of  domestic  suppliers,  they  would  be  unable  to  satisfy  dod’s  total 
requirements  because  of  production  capacity  constraints. 

•  The  ejection  seat  for  the  F/A-18  aircraft  is  currently  foreign  dependent, 
but  plans  now  exist  to  develop  a  second  source  that  will  be  domestically 
located. 

•  Program  officials  and  the  contractors  for  the  Abrams  tank  and  the 
F/A-18  aircraft  items  that  we  reviewed  stated  that  the  use  of  buy  Amer¬ 
ican  restrictions  has  been  limited  by  exceptions  that  mainly  recognize 
other  U.S.  policy  goals.  Such  goals  include  (1)  the  standardization  and 
interoperability  of  weapon  systems  and  equipment  with  North  Atlantic 
Treaty  Organization  (NATO)  allies  and  (2)  the  desire  for  minimizing  the 
cost  of  weapon  systems. 

•  dod’s  planned  revisions  to  its  acquisition  and  industrial  preparedness 
regulations  would  require  program  managers  to  assess  the  capability  of 
the  U.S.  industrial  base  to  meet  production  requirements  for  weapon 
systems,  but  concerns  remain  about  the  enforcement  and  coordination  of 
these  revisions. 


In  an  interdependent  global  economy,  foreign  sources  of  supply,  manu¬ 
facturing,  and  technology  abound  in  both  the  commercial  and  defense 
sectors.  There  are  economic,  political,  and  military  advantages  to  using 
foreign  sources  of  supply  for  military  equipment,  components,  material 
and  technology.  The  concern  over  foreign  sourcing  relates  to  whether  a 
dependency  constitutes  a  risk,  or  vulnerability,  to  the  United  States. 

Such  a  risk  would  exist  if  the  United  States  were  to  become  so  depen¬ 
dent  on  a  foreign  source  that  its  ability  to  produce  a  critical  weapon 
system  and/or  secure  the  most  advanced  technology  for  the  develop¬ 
ment  of  a  future  weapon  system  were  to  become  compromised. 

dod  officials  have  stated  that  in  this  global  market,  domestic  manufac¬ 
turers  seek  out  suppliers  based  on  factors  other  than  location,  such  as 
cost,  quality,  performance,  and  delivery  time.  When  these  factors  are 
considered,  a  domestic  manufacturer  may  determine  that  a  foreign  sup¬ 
plier  provides  the  greatest  benefit.  Selecting  foreign  sources  has  also 
occurred  as  a  result  of  cooperative  programs  with  other  NATO  countries. 
These  programs  are  designed  to  encourage  participation  of  NATO  manu¬ 
facturers  in  the  production  of  l  '.S.  weapon  systems  to  achieve  rationali¬ 
zation,  standardization,  and  interoperability.  Finally,  foreign  sourcing 
could  be  the  result  of  offset  agreements  whereby  the  effect  of  U.S.  prime 
contractors’  sales  of  equipment  to  another  country  are  offset  by  subcon¬ 
tracted  parts  from  that  country.  Although  foreign  sourcing  does  not  nec¬ 
essarily  mean  dependency,  many  experts  agree  that  the  trend  toward 
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increasing  foreign  sources  should  be  closely  monitored  to  reduce  poten¬ 
tial  national  security  risks. 

A  framework  for  assessing  the  national  security  risks  that  may  arise 
from  overseas  purchases  was  established  in  a  National  Defense  Univer¬ 
sity  report.1  According  to  the  report,  foreign  sourcing,  that  is,  the  use  of 
sources  of  supply,  manufacture,  or  technology  that  are  located  outside 
the  United  States  or  Canada,  may  result  in  a  foreign  dependency,  if 
there  are  no  immediately  available  alternatives.  Not  all  foreign  depen¬ 
dencies  will  pose  a  threat  to  national  security  and  require  action.  The 
existence  of  a  threat  depends  on  whether  the  lack  of  available  alterna¬ 
tives  jeopardizes  national  security  by  significantly  reducing  the  capa¬ 
bility  of  a  critical  weapon  system. 

In  December  1984,  the  Joint  Logistics  Commanders  (.ilc)  concluded  that 
an  investigation  into  the  nature  and  scope  of  foreign  dependency  was 
needed  to  provide  clear  direction  for  subsequent  mission  tasking  to  the 
military  services.  In  1986,  the  jlc  issued  a  report,  A  Study  of  the  Effect 
of  Foreign  Dependency,  with  recommendations  on  how  dod  could  reduce 
the  damage  to  the  U.S.  defense  industrial  base  due  to  existing  foreign 
dependencies  and  help  identify  and  prevent  future  foreign 
dependencies. 

Currently,  there  are  legislative  mandates  and  dod  directives  that 
restrict,  or  allow  dod  to  restrict,  procurement  of  selected  foreign  prod¬ 
ucts.  Among  other  things,  these  restrictions  are  intended  to  protect  and 
preserve  the  U.S.  defense  industrial  base,  and  are  generally  referred  to 
as  “buy  American”  restrictions.2 


M:.S.  Industrial  Paso  Dependence /Vulnerability,  a  1987  report  of  The  Mobilization  Concept  Develop¬ 
ment  Center  of  the  National  Defense  University. 

2  Huy  American  restrictions  that  affect  DOD  pnxuremcnt  include  those  mandated  hy  Congress.  IX ID- 
wide  class  restrictions  imposed  by  the  Office  of  the  Secretary  of  Defense  to  holster  the  I '  S  defense 
industrial/mobijization  base,  those  imposed  for  mobilization  requirements  on  certain  defense  equip¬ 
ment  by  the  military  departments  and  the  Defense  I/igistics  Agency,  and  those  related  to  the  Buy 
American  Act  and  the  TX3D  Balance  of  Payments  Program  that  offer  price  preferences  to  domestic 
firms  but  do  not  preclude  purchases  from  foreign  sources.  It  should  be  null'd  that  the  Buy  American 
Act  applies  to  end  items,  and  does  not  generally  apply  to  components  or  subcontracted  items 
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The  overall  extent  of  foreign  sourcing  and  foreign  dependency  and  their 
significance  for  national  security  is  unknown.  The  inadequacy  of  dod’s 
data  bases  and  models  is  cited  as  a  problem  hindering  effective  indus¬ 
trial  base  planning.3  Determining  if  foreign  sourcing  results  in  depen¬ 
dency  and  whether  this  dependency  poses  a  national  security  threat 
requires  not  only  collecting  and  assessing  data  but  also  determining 
acceptable  levels  of  foreign  dependency  tolerance. 

In  an  increasingly  interdependent  global  economy,  foreign  sources  of 
supply  are  an  economic  reality.  Overseas  sources  of  supply  provide  eco¬ 
nomic  and  political  advantages  that  may  include  lower  costs,  better 
technology,  better  integration  with  our  allies,  and  access  to  an  industrial 
base  much  larger  than  our  domeslic  base.  However,  there  are  potential 
disadvantages  associated  with  foreign  source  procurement  that  may 
include  (1)  dependencies  on  foreign  sources  that  may  be  less  reliable 
than  domestic  ones,  ( 2)  questionable  or  reduced  domestic  production 
capabilities  because  domestic  manufacturers  may  not  have  sufficient 
demand  to  keep  lines  of  production  open,  and  (3)  questionable  access  to 
advanced  technology  that  may  be  important  to  superior  weapon  systems 
performance. 

Several  studies  provide  valuable  information  on  the  benefits  and  risks 
associated  with  foreign  sources  of  supply,  the  need  for  collection  and 
analysis  of  systematic  and  selective  data  to  demonstrate  that  a  depen¬ 
dency  poses  a  risk  to  national  security,  and  proposals  on  how  to  mea¬ 
sure  such  risks.  These  studies  are  discussed  in  appendix  I. 


The  Significance  of 
Foreign  Dependence  Is 
Unknown 


DOD’s  Awareness  of 
Dependencies  Is 
Limited  and  JLC- 
Identified 
Dependencies  Still 
Exist 


dod  program  and  procurement  command  officials  for  the  weapon  sys¬ 
tems  we  reviewed  stated  that,  in  general,  program  and  procurement  offi¬ 
cials  are  not  required,  and  take  no  special  action,  to  maintain  visibility 
into  foreign  sourcing  or  foreign  dependency. 

We  reviewed  selected  items  from  two  weapon  systems,  the  Ml  Abrams 
tank  and  the  F/A-18  Hornet  fighter  aircraft,  identified  as  foreign  depen¬ 
dent  in  the  198(5  .nr  study.  These  items  continue  to  be  foreign  dependent 
as  shown  in  table  1 ,  and  the  reasons  are  discussed  in  appendix  II. 


'Industrial  Base  Adequacy  of  Information  on  tho  I'.S.  Defense  Industrial  Base  (GAO/N8IAD-90-48. 
Nov.  15,  1989)  discusses  our  evaluation  of  certain  aspects  of  the  federal  government's  data  collection 
and  coordination  efforts  among  agencies  that  play  an  important  role,  including  the  Department  of 
Commerce  and  the  Federal  Kmergency  Management  Agency 
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Table  1:  Status  of  JLC-ldentified  Foreign 
Dependencies  in  the  Mlal  Abrams  Tank 
and  F/A-18  Hornet  Aircraft 


JLC- identified  dependencies  (1986) 

Status  (1990) 

M-1  Abrams  Tank 

Optic  Quality  Glass 

Foreign  Dependent3 

Trimer 

Foreign  Dependent 

Z-shaped  Extrusion 

Foreign  Dependent 

Ammunition  Storage  Rack 

Foreign  Dependent11 

Various  Semiconductors 

Foreign  Dependent 

F/A-18  Hornet  Fighter 

Ejection  Seat 

Foreign  Dependent11 

determined  to  be  foreign  dependent  because  the  loss  of  some  or  all  foreign  sources  would  most  likely 
result  in  domestic  demand  exceeding  domestic  production  capacty. 

•^Presently  sole-sourced  from  overseas  suppliers. 


The  1986  jlc  study  recommended  that  dod  (1)  develop  a  management 
information  system  to  obtain  visibility  on  foreign  dependencies  for 
weapon  system  components  throughout  the  lower  production  tiers  and 
(2)  require  service  program  managers  and  contracting  officers  to  assess, 
throughout  the  acquisition  process,  the  potential  impact  of  foreign 
dependencies  on  critical  weapon  systems.  Participants  in  the  jlc  report 
and  dod  officials  told  us  that  this  report  received  limited  attention, 
except  from  defense  groups  specifically  concerned  with  mobilization  or 
industrial  preparedness,  and  its  contents  and  recommendations,  there¬ 
fore,  were  not  fully  considered  or  addressed. 

It  is  noteworthy,  in  the  context  of  dod’s  handling  of  the  jlc  study  recom¬ 
mendations,  that  in  April  1990  the  Logistics  Management  Institute 
issued  a  report,  Implementing  Industrial  Base  Study  Recommendations, 
stating  that  the  majority  of  the  recent  studies  and  reports  on  the  defense 
industrial  base  have  not  been  comprehensively  evaluated,  nor  have  their 
recommendations  been  prioritized.  The  report  also  states  that  sound  rec¬ 
ommendations  have  received  only  passing  attention  or  have  been 
ignored  completely  by  dod.  The  Institute  recommended  that  the  Secre¬ 
tary  of  Defense  make  a  senior-level  group  responsible  for  evaluating  and 
prioritizing  such  recommendations,  establishing  schedules  for  review 
and  implementation  of  selected  initiatives,  and  holding  specific  individ¬ 
uals  or  organizations  accountable  for  meeting  the  schedules,  dod  offi¬ 
cials  that  we  interviewed  told  us  that  the  Institute’s  report  has  not  yet 
been  seriously  considered,  therefore,  dod  has  not  assigned  responsibili¬ 
ties  to  any  individual  or  group. 
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Limited  Use  of  Buy 
American  Restrictions 
on  Selected  JLC- 
Identified  Items 


DOD’s  Efforts  to 
Assess  the 

Significance  of  Foreign 
Dependence  on  the 
U.S.  Defense  Industrial 
Base 


Buy  American  restriction::  focus  on  protecting  segments  of  the  dod  con¬ 
tract  market  from  foreign-source  competition  to  address  trade  and 
structural  problems  of  certain  industries.  Depending  on  the  nature  of 
the  restriction,  U.S.  market  segments  may  be  closed  entirely  to  foreign 
participation,  or  foreign  access  to  these  segments  may  be  limited  on  the 
basis  of  certain  requirements.  Each  buy  American  restriction  is  different 
in  terms  of  its  impact  and  effectiveness  and  the  particular  industrial 
sector,  class,  or  commodity  it  affects. 

In  response  to  our  inquiries  about  the  use  of  buy  American  restrictions 
on  the  Ml  Abrams  tank  and  the  F/A-18  aircraft,  program  officials  and 
contractors  commented  that  such  restrictions  (1)  are  incorporated  into 
the  procurement  contracts  by  reference  to  several  different  clauses  from 
procurement  regulations  and  (2)  are  of  limited  impact  because  of  the 
many  exceptions  allowed  under  various  international  agreements  and 
legislative  mandates.  These  exceptions  address  other  policy  goals  such 
as  NATO’s  rationalization,  standardization,  and  interoperability  objec¬ 
tives.  Other  comments  about  the  application  of  buy  American  restric¬ 
tions  on  JLC-identified  items  are  included  in  appendix  II. 

dod  officials  have  stated  that  generally  buy  American  restrictions  are 
not  the  right  mechanisms  to  accomplish  broad  industrial  base  objectives 
because,  in  many  instances,  even  when  the  total  dod  demand  for  a  given 
item  is  reserved  for  domestic  sources,  the  demand  is  insufficient  to  sta¬ 
bilize  a  failing  domestic  industry  or  to  preserve  a  healthy  one.  However, 
dod  officials  said  that  the  restriction  on  ejection  seats  is  an  example  of 
Congress  supporting  dod  to  ensure  that  U.S.  firms  receive  reciprocal 
access  to  foreign  defense  procurements. 


dod  has  ongoing  efforts  to  (1)  improve  its  information  on  the  U.S. 
defense  industrial  base  and  (2)  revise  the  dod  acquisition  directive  and 
procedures  to  include  early  consideration  of  foreign  sourcing  and  depen¬ 
dency  issues. 

dod  efforts  to  systematically  collect  information  on  foreign  sourcing 
does  not  address  the  issue  of  foreign  sources  used  at  the  subcontractor 
level,  dod  has  acknowledged  that  its  Defense  Industrial  Network  (dinet), 
a  "prototype”  defense  industrial  data  base,  has  many  limitations,  dod 
has  a  proposal  to  develop  a  “full-scale  system”  to  address  industrial 
base  issues,  but  there  are  no  DOD-approved  plans  for  its  implementation. 
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According  to  dod  officials,  planned  revisions  to  acquisition  and  indus¬ 
trial  preparedness  regulations  would  require  assessment  of  the  capabili¬ 
ties  of  the  U.S.  defense  industrial  base,  including  consideration  of 
foreign  sourcing  and  dependencies.  However,  defense  industrial  base 
experts  we  spoke  with  expressed  concerns  about  whether  these  revi¬ 
sions  would  result  in  effective  assessments  of  the  capabilities  of  the  U.S. 
defense  industrial  base.  These  data  base  and  regulatory  improvement 
efforts  are  discussed  in  appendix  III. 


Recommendations 


We  recommend  that  the  Secretary  of  Defense 

assign  responsibility  to  an  individual  or  group  within  the  Office  of  the 
Secretary  of  Defense  for  identifying,  reviewing,  evaluating,  prioritizing, 
and,  when  decisions  have  been  made  to  take  action,  following  up  on 
timely  implementation  of  the  recommendations  of  major  reports  and 
studies  on  the  defense  industrial  base  to  better  enable  dod  to  take 
advantage  of  potentially  valuable  ideas  and 

after  consulting  with  other  agencies  and  private  sector  experts  and  con¬ 
sidering  existing  studies  regarding  critical  technologies,  critical  and  stra¬ 
tegic  industries,  and  foreign  dependencies,  (1)  determine  the  key  issues 
and  policy  questions  for  which  information  is  needed,  (2)  develop  a  plan 
for  a  viable  management  information  system  to  provide  visibility  on  for¬ 
eign  dependencies  for  weapon  system  components  throughout  the  lower 
production  tiers,  and  (3)  submit,  within  a  reasonable  time,  a  program 
proposal  to  Congress  for  effectively  addressing  the  key  issues  and  policy 
questions. 


Scope  and 
Methodology 


We  reviewed  completed  and  ongoing  studies  related  to  critical  indus¬ 
tries,  critical  technologies,  and  foreign  sources/dependencies/vulnerabil- 
ities,  including  dod’s  July  1989  report  to  Congress  The  Impact  of  Buy 
American  Restrictions  Affecting  Defense  Procurement;  interviewed  and 
analyzed  information  provided  by  representatives  from  the  National 
Defense  University,  Defense  Manufacturing  Board,  industry  experts, 
and  officials  from  dod’s  Office  of  Industrial  Base  Assessment,  and  Com¬ 
merce’s  Office  of  Industrial  Resource  Administration.  We  also  inter¬ 
viewed  and  analyzed  information  provided  by  dod  and  military  service 
officials,  including  program/contracting  officials,  and  prime  contractor 
and  subcontractor  officials  for  the  selected  weapon  systems;  and 
obtained  advice  and  assistance  from  leading  experts  on  defense  issues. 
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Our  work  was  performed  in  accordance  with  generally  accepted  govern¬ 
ment  auditing  standards  between  September  1989  and  July  1990. 


As  requested,  we  did  not  obtain  written  agency  comments  on  this  report. 
However,  we  discussed  our  findings  with  dod  program  officials  and  have 
included  their  views  where  appropriate. 

Unless  you  publicly  announce  its  contents  earlier,  we  plan  no  further 
distribution  of  this  report  until  30  days  from  the  date  of  the  report.  At 
that  time,  we  will  send  copies  to  the  Secretaries  of  Commerce  and  dod, 
the  Director  of  the  Federal  Emergency  Management  Agency,  and  to 
interested  congressional  committees.  Copies  of  the  report  will  also  be 
made  available  to  other  interested  parties  upon  request. 

If  you  or  your  staff  have  any  questions,  I  can  be  reached  on 
(202)  275-8400.  Major  contributors  to  this  report  are  listed  in 
appendix  IV. 

Sincerely  yours, 


Paul  K  Maui 

Director  of  Research,  Development, 
Acquisition,  and  Procurement  Issues 
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Studies  on  the  Benefits  and  Risks  Associated 
With  Foreign  Dependence 


Several  studies  that  we  reviewed  relate  to  foreign  dependency  issues, 
the  need  for  more  information  and  proposals  on  how  to  weigh  or  mea¬ 
sure  the  risks  to  national  security  that  a  foreign  dependency  may  create. 

According  to  the  1987  National  Defense  University  report,  the  national 
security  risks  associated  with  foreign  dependencies  may  be  assessed 
from  two  perspectives:  surge  and  mobilization,  and  technology  base.1 

The  risks  to  surge  and  mobilization2  relate  to  production  in  quantities 
under  time  constraints.  Surge  and  mobilization  risks  are  primarily  short¬ 
term  problems,  in  that  they  may  interfere  with  activities  that  occur  over 
a  few  months  (surge)  to  several  years  (mobilization).  Others  who  have 
studied  these  problems  stated  that  the  risk  to  surge  and  mobilization 
relates  to  the  lack  of  qualified  sources,  lack  of  available  substitutes, 
insufficient  production  capacity  from  domestic  sources,  or  a  need  for 
substantial  production  lead  time  that  would  inhibit  the  prompt  replace¬ 
ment  of  overseas  supply.  As  a  result,  the  rapid  increase  in  production  of 
weapon  systems  is  hindered. 

Concern  about  mobilization  has  often  been  dismissed  as  “unrealistic" 
mainly  because  of  the  belief  that  the  probability  of  a  long  war  appears 
remote,  especially  after  the  recent  economic  and  political  changes  that 
have  taken  place  throughout  Europe.  However,  a  February  1 990  draft 
report  by  the  Industrial  College  of  the  Armed  Forces11  states: 


"Henceforth,  America’s  position  of  strength  vis-a-vis  its  foremost  prospective 
adversaries  increasingly  will  be  a  function  of  the  latent  capabilities  (industrial, 
technical,  scientific,  and  manpower  potential)  both  sides  possess,  the  speed  and 
effectiveness  with  which  these  latent  capabilities  can  be  converted  to  immediate 
use,  and  the  willingness  to  activate  such  capabilities.  Mobilization  could  well  become 
the  overriding  determinant  in  any  future  balance  of  power  calculation." 

The  report  identifies  five  major  trends  that  could  significantly  affect  the 
role  of  mobilization.  These  include:  ( 1 )  the  changing  character  of  the 


’in  addition,  a  leading  expert  on  industrial  base  issues  noted  a  third  perspective,  the  risk  of  a  simple 
IH'aeelime  disruption  of  supply 

•The  University  uses  the  Joint  Chiefs  of  Staffs  definitions  of  these  terms  Surge  is  the  accelerated 
production,  maintenance,  and  repair  of  selected  items  and  the  expansion  of  logistics  support  services 
to  meet  contingencies  short  of  a  declared  national  emergency  utilizing  existing  facilities  and  equip¬ 
ment  Mobilization  is  the  act  of  preparing  for  war  or  other  emergencies  through  assembling  and 
organizing  national  resources,  and  the  process  by  which  the  Armed  Fonts,  or  part  of  them,  an' 
brought  to  a  state  of  readiness  for  war  or  other  national  emergency 

'This  draft  report  entitled  National  Security  Emergency  Preparedness  Mobilization  Policy  Review 
was  submitted  to  the  National  Security  Council 
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threat;  (2)  the  reduced  resources  available  for  defense;  (3)  the  changes 
in  the  U.S.  defense  industrial  base,  including,  among  other  things, 
increased  dependence  on  foreign  production,  changing  composition  of 
the  U.S.  economy,  and  increased  foreign  investment;  (4)  increased  inter¬ 
national  interdependence;  and  (5)  the  expected  evolution  of  the  U.S. 
force  structure  to  one  based  on  lighter,  more  mobile  weapon  systems. 

Because  of  these  trends,  the  report  states  that  contingencies  that,  in  the 
past,  required  little  mobilization  planning  now  will  have  to  be  reexam¬ 
ined  and  planned  for,  especially  if  military  stocks  are  lowered  and 
domestic  production  capabilities,  previously  at  a  higher  level  of  readi¬ 
ness,  are  reduced.  Such  an  environment  underscores  the  need  for  ade¬ 
quate  defense  industrial  data  bases  and  models  to  effectively  plan  for 
surge  and  mobilization. 

Technology  base  vulnerability  deals  with  U.S.  access  to  the  most 
advanced  technology  in  either  war  or  peacetime  for  the  development 
and  production  of  weapons  and  for  maintenance  of  the  U.S.  technolog¬ 
ical  edge  over  other  countries.  This  vulnerability  is  a  long-term  problem, 
in  that  it  interferes  with  the  continued  capability  of  the  United  States  to 
achieve  its  national  security  goals. 

In  its  most  recent  technology  reports,  the  Office  of  Technology  Assess¬ 
ment  (OTA)  expressed  concern  about  dependencies  on  foreign  technolo¬ 
gies.4  ota  states  that  while  some  foreign  dependencies  may  be  tolerable, 
others  may  require  action  to  ensure  the  future  military  security  of  the 
United  States;  however,  before  taking  action,  data  must  be  collected  to 
determine  the  extent  of  foreign  dependence  and  decisions  made  about 
how  much  and  what  kinds  of  dependence  can  be  tolerated.*  ota  also 
states  that  another  approach  is  for  the  United  States  to  selectively  keep 
research  and  development  and  industrial  capacity  in  certain  technolo¬ 
gies  to  maintain  the  country’s  economic  vitality  as  well  as  its  military 
defense,  ota  explains  that  building  defense  systems  increasingly 
depends  on  developments  that  take  place  in  the  civilian  sector,  a  sector 
that  is  driven  by  the  international  marketplace,  and  that  in  this  market¬ 
place,  dod  has  little  or  no  leverage  over  industry  developments.  In  ota's 
opinion,  this  means  that  defense  developments  and  production  will 


4 Holding  the  Kdge:  Maintaining  the  Defense  Technology  Hast*.  April  1989.  and  Arming  Qnr  Allies: 
Cooperation  and  Competition  in  Defense  Technology.  May  1990 

'Foreign  Vulnerability  of  Critical  Industries,  a  report  by  The  Analytic  Science  Corporation  (TASC), 
March  1 ,  1990.  discusses  a  quantitative  measure  of  relative  vulnerability  to  foreign  firms  and  foreign 
sources. 
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depend  increasingly  on  the  health  of  the  domestic  civilian  sector  and  the 
ability  of  DOD  and  its  contractors  to  develop  and  gain  access  to  the  prod¬ 
ucts  and  technologies  needed  for  both  our  defense  and  the  civilian 
sector. 

Demonstrating  that  a  dependency  exists  and  that  it  results  in  a  risk  to 
national  security  requires  the  systematic  collection  of  data  as  well  as  an 
analysis  of  various  factors,  such  as  (1)  the  reliability  of  the  foreign 
supply  source,6  (2)  substitutability  between  unreliably  supplied  foreign 
goods  and  alternative  goods,  including  the  length  of  time  needed  before 
alternatives  become  available,  (3)  the  importance  to  the  defense  mission 
of  the  final  products  affected,  and  (4)  the  likelihood  of  a  national 
security  contingency  in  which  the  availability  of  the  item  might  be 
critical. 

The  Defense  Manufacturing  Board  Critical  Industries  Task  Force,  in  its 
draft  report  A  Strategy  for  Strengthening  the  National  Defense.  The 
Role  of  Its  Industrial  Base,7  states  that  the  United  States  might  be  able  to 
tolerate  dependence  on  multiple,  open  foreign  sources  that  possess  mul¬ 
tinational  perspectives.  Dependence  on  a  single,  closed,  and  centralized 
foreign  source  that  maintains  a  national  perspective  is  more  dangerous. 
For  instance,  a  tight  network  of  foreign  industries  and  supporting  insti¬ 
tutions  that  dominates  key  technologies  could  exercise  global  power  by 
setting  the  terms  on  which  technology  is  traded. 

According  to  the  1990  tasc  study  on  foreign  vulnerability,  market  con¬ 
centration  is  an  important  indicator  of  foreign  vulnerability  risk.  The 
study  proposes  a  particular  quantitative  measure  of  market  concentra¬ 
tion,  which  takes  into  account  national  origin  of  firms.8 

The  tasc  report  states  that  (1)  economists  describe  the  competitive 
nature  of  industries  by  using  measures  of  market  concentration,  (2)  a 
long  empirical  tradition  has  established  a  high  correlation  between  high 
levels  of  market  concentration  and  the  ability  of  producers  to  increase 


fiFor  planning;  purposes,  a  source  of  supply,  manufacture  and/or  technology  located  outside  the 
United  States  and  Canada  can  be  considered  a  less  reliable  source  for  any  or  all  of  the  following 
reasons:  distance  to  the  United  States,  geographic  proximity  to  potential  battle  site(s),  political  and 
economic  instability  in  the  source's  country. 

7The  Defense  Manufacturing  Board  is  now  part  of  the  Defense  Science  Board,  which  is  reviewing  this 
draft  report. 

8  A  study  by  Professor  Theodore  H.  Moran,  The  Globalization  of  America's  Defense  Industries,  What 
is  the  Threat?  How  Can  it  be  Managed17,  also  uses  a  quantitative  measure  of  concentration  in  exam- 
ining  foreign  supply  vulnerability. 
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profits  by  effectively  limiting  entry  of  competing  firms,  and  (3)  empir¬ 
ical  evidence  also  supports  a  contention  that  is  extremely  important  to 
the  analysis  of  risk  or  vulnerability:  that  market  outcomes  (e.g.  availa¬ 
bility  or  denial  of  access)  can  be  predicted  on  the  basis  of  market  indica¬ 
tors,  such  as  the  distribution  of  firms’  market  share. 

According  to  several  defense  industrial  base  experts,  systematic  data 
collection  efforts  and  remedial  actions  addressing  risks  should  be  selec¬ 
tive,  concentrated  on  those  weapon  systems,  technologies,  and/or  indus¬ 
tries  identified  by  dod  as  critical  to  national  security.  Further,  the 
experts  stated  that  when  the  level  of  risk  associated  with  foreign  depen¬ 
dence  is  determined  to  be  unacceptable,  dod  should  evaluate  options  to 
reduce  this  risk. 

The  studies  that  we  reviewed  presented  options  to  reduce  the  risks 
arising  from  dod’s  dependence  on  foreign  sources  for  materials  and  com¬ 
ponents  of  major  weapon  systems.  Some  of  these  options  involve  broad 
policy  decisions  relating  to  such  things  as  tax  incentives  and  anti-trust 
law  revisions.  Other  options  are  more  program-specific  and  include 
advanced  procurement  and  subsidization  for  the  stockpiling  of  critical, 
foreign-sourced  components  and  materials;  creation  and  funding  of 
domestic  research  and  development  and  or  production  capacity;  funding 
government-owned  facilities;  substitution  with  domestically  sourced 
items;  component  redesign  to  use  domestically  available  items;  and 
domestic  licensing  of  foreign  design.  Options  on  manufacturing  tech¬ 
nology  and  products  include  import  restrictions,  consortia,  and  dual  use 
requirements. 
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Our  review  provided  some  insights  on  selected  items  from  the  Ml 
Abrams  tank  and  the  F/A-18  Hornet  aircraft  previously  identified  as 
foreign  dependent  by  the  jlc  report  A  Study  of  the  Effect  of  Foreign 
Dependency.  General  Dynamics  Land  Systems  Division  (gdls)  and 
McDonnell  Douglas  Corporation  have  the  production  contracts  for  the 
Abrams  and  the  F/A-18,  respectively. 


Awareness  of  Foreign 
Dependencies 


Acquisition  and  industrial  preparedness  personnel  associated  with  the 
Abrams  tank  and  F/A-18  aircraft  programs  have  no  systematic  method 
for  identifying  or  collecting  data  on  foreign  sources  or  foreign  items 
used  in  their  respective  weapon  systems.  The  most  often  mentioned 
source  of  information  on  vendors  was  the  prime  contractors’  vendor  list. 
These  officials  stated  that  the  vendor  lists  required  by  clauses  in  the 
procurement  contracts  show  only  those  suppliers  to  the  primes,  but  do 
not  identify  vendors  as  foreign  sources,  if  such  foreign  sources  appear 
on  the  list.  Both  gdls  and  McDonnell  officials  were  able  to  supply  us 
with  some  information  about  foreign  sourcing  below  their  immediate 
subcontractors,  but  said  this  information  is  not  kept  systematically.  A 
gdls  official  said  such  lower  tier  information  is  largely  dependent  on  the 
expertise  and  experience  of  the  particular  buyer. 


The  Abrams  tank  and  F/A-18  aircraft  program  office  officials  we  inter¬ 
viewed  were  not  familiar  with  the  .nr  study.  The  officials  explained  that 
this  was  because  of  (1)  the  limited  distribution  of  the  jlc  report  and  (2) 
the  lack  of  contact  between  industrial  preparedness  planners  and  pro¬ 
curement  officials.  This  lack  of  interaction  was  described  to  us  as  the 
“stovepipe  effect”  created  by  the  separation  of  the  industrial  prepared¬ 
ness  planning  process  and  the  acquisition  process  within  dod. 


Abrams  program  personnel  were  familiar  with  several  of  the  specific 
Jir-identified  items,  but  their  awareness  was  usually  the  result  of  ad  hoc 
information  gathering  efforts  and  production  problems  caused  by  some 
of  the  items.  Due  to  the  high  visibility  of  the  F/A-18  ejection  seat,  virtu¬ 
ally  everyone  we  interviewed  was  aware  that  it  is  sourced  from 
overseas. 

Abrams  tank  and  F/A-18  aircraft  officials  were  not  aware  of  any  actions 
( 1 )  taken  in  response  to  the  .ur  study  or  (2)  taken  on  any  item  for  their 
respective  weapon  systems  to  specifically  reduce  production  risk  from 
exposure  to  foreign  sourcing  or  dependency.  In  some  instances,  program 
officials  and  contracting  officials  took  action  on  production  problems 
associated  with  foreign-sourced  items,  but  often  they  discovered  that 
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the  item  was  foreign  sourced  only  after  its  loss  had  threatened  produc¬ 
tion  schedules. 

Discussions  with  General  Dynamics  contracting  officials  confirmed  that 
the  company  has  no  policy  for  dealing  with  foreign  dependency,  such  as 
requiring  that  a  percentage  of  the  foreign-sourced  dependent  parts  or 
components  be  purchased  from  domestic  sources.  McDonnell  contracting 
officials  said  that  (1)  McDonnell  does  have  a  “50-percent  rule”  which 
requires  that  50  percent  of  the  structural  components,  such  as  wings  or 
fuselage  pieces,  be  domestically  sourced,  (2)  this  requirement  is  passed 
down  through  company  subcontracts,  (3)  the  rule  does  not  extend  to 
“black  box”  items  or  electromechanical  devices  and  is  waived  in  certain 
circumstances  such  as  the  coproduction  arrangement  with  British  Aero¬ 
space  on  the  AV-8B  Harrier  II  jet,  and  (4)  McDonnell  does  not  police 
implementation  of  the  rule  by  subcontractors.  According  to  McDonnell 
officials,  this  company  rule  is  derived  from  “buy  American”  contract 
clauses. 

Neither  gdls  nor  McDonnell  mitigate  foreign  dependency  or  vulnera¬ 
bility  by  maintaining  “buffer  stocks”  or  “rolling  inventories.”  McDonnell 
personnel  said  that  (I)  independently  maintaining  such  extra  stocks 
makes  little  economic  sense  for  their  company  and  (2)  if  the  government 
considered  maintenance  of  such  stocks  important,  the  government 
would  have  to  require  and  pay  for  them. 


Whether  and  Why 
JLC-Identified  Foreign 
Dependencies  Still 
Exist 


In  general,  the  items  we  reviewed  on  the  Abrams  and  F/A-18  that  were 
dependencies  in  1986  continue  to  be  so.  Government  officials  and  con¬ 
tractors  said  that  most  of  the  dependencies  could  be  overcome  given 
time  and  money,  the  dependency  usually  being  a  function  of  lack  of  pro¬ 
duction  capacity  rather  than  lack  of  significant  technological  capability. 
In  addition  to  creating  or  increasing  domestic  production  capacity,  con¬ 
tractors  suggested  alternative  solutions,  including  redesign  of  compo¬ 
nents  or  weapon  systems  to  use  domestically  available  items,  use  of 
items  available  commercially  that  do  not  currently  meet  military  specifi¬ 
cations,  and  sourcing  from  alternative  foreign  sources.  The  time 
required  to  take  these  actions  may  affect  dod’s  ability  to  meet  weapon 
systems  production  goals. 


The  Abrams  Tank  The  ./LC-identified  dependencies  on  the  Abrams  tank  that  we  reviewed 

included  (1)  optics  in  the  gunner's  primary  sight,  (2)  Trimer,  an  ingre¬ 
dient  in  the  plenum  seal — the  seal  connecting  the  engine  and  the  air 
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intake  system — used  to  increase  the  heat  and  flexibility  tolerances  of 
the  seal,  (3)  a  Z-shaped,  specialty-steel  extrusion  used  in  the  louvers  of 
the  ballistic  doors  above  the  engine  compartment,  (4)  the  ammunition 
storage  racks,  and  (5)  microcircuits  in  the  ballistic  computer,  a  compo¬ 
nent  of  the  target  acquisition/fire  control  system. 

Most  of  the  optical  glass  in  the  gunner’s  primary  sight  identified  in  the 
jlc  study  as  foreign  dependent  continues  to  be  foreign  sourced  and 
appears  to  be  foreign  dependent.  Determining  whether  the  gunners’  pri¬ 
mary  sight  subcontractors  to  gdls  are  dependent  on  foreign  sources  for 
the  optical  glass  poses  the  question  of  availability — whether  domestic 
production  capacity  can  meet  potential  domestic  demand  after  loss  of 
some  or  all  foreign  sources.  Foreign  sourcing  of  these  types  of  optics  by 
domestic  industry  appears  to  be  widespread,  therefore,  loss  of  foreign 
sources  is  likely  to  greatly  increase  demand  for  such  optics  from 
domestic  producers.  If  domestic  producers  cannot  meet  this  broader  and 
more  intense  demand,  the  Abrams  is  dependent  on  foreign  sources. 

In  almost  every  case,  low  cost  was  the  reason  for  foreign  sourcing  of 
optical  glass.  An  executive  at  one  of  gdls  optics  suppliers  estimated  that 
if  his  company  had  to  purchase  equal  quality  optical  glass  from 
domestic  sources,  the  cost  of  optics  would  increase  by  a  factor  of  two  or 
three. 

Trimer  continues  to  be  foreign  dependent  because  it  is  not  available 
domestically.  According  to  officials  at  the  Army’s  Tank  and  Automotive 
Command,  potential  American  producers  have  the  technical  knowledge 
to  develop  a  domestic  production  facility  at  an  estimated  initial  invest¬ 
ment  cost  of  about  $1.5  million.  However,  dod  could  not  guarantee  more 
than  $  1  million  in  purchases  over  a  5-year  period.  Thus,  the  Army’s 
Tank  and  Automotive  Command  and  the  potential  producers  determined 
that  it  would  not  be  economical  to  develop  a  domestic  facility. 

According  to  the  domestic  company  that  mills  the  Z-shaped  extrusion 
used  in  the  louvers  of  the  ballistic  doors  of  the  Abrams,  the  unmilled 
specialty-steel  extrusion  is  done  by  a  firm  in  Great  Britain.  A  company 
executive  said  that  the  British  firm  provides  the  quality  of  product  that 
can  be  consistently  finished  to  meet  Abrams  design  tolerances  and  that  a 
dependency  exists  because  the  company  has  been  unable  to  find  a 
domestic  source  that  could  do  the  same.  He  further  said  that,  given  his 
conversations  with  potential  domestic  sources,  if  American  firms  tried 
to  produce  an  extrusion  with  equal  specifications,  they  would  have  to 
charge  twice  as  much. 
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The  ammunition  storage  racks  for  the  Abrams’  120mm  cannon  are  for¬ 
eign  dependent.  At  the  direction  of  the  government,  gdls  currently  has  a 
sole-source  contract  with  Wegmann  and  Company,  a  German  firm,  for 
production  of  the  ammunition  storage  racks.  Although  a  U.S.-based, 
wholly  owned  subsidiary  of  a  German  company  owned  by  Wegmann 
assembles  and  tests  the  ammunition  racks  in  Virginia,  and  parts  of  the 
rack  are  made  in  the  United  States,  most  of  the  assembly  is  shipped  in 
from  Germany  by  Wegmann.  A  gdls  contracting  official  described  the 
parts  sourced  from  domestic  firms  as  insignificant,  gdls  could  not  iden¬ 
tify  an  immediately  available  alternative  source,  but  said  that  the  pro¬ 
duction  technology  was  not  difficult.  The  challenge  was  in  the  design  of 
the  complex  racks.  Some  domestic  manufacturers  have  experience  pro¬ 
ducing  other  ammunition  storage  racks,  but  the  gdls  official  estimated 
that,  with  the  complete  technical  data  package  for  the  storage  racks,  it 
would  take  approximately  10  to  12  months  to  establish  a  domestic 
source. 

According  to  a  1987  dod  Inspector  General’s  report,1  Wegmann  won  the 
design  competition  for  the  ammunition  rack  based  on  technical  merit, 
but  the  production  contract  was  awarded  to  Wegmann,  mostly  because 
of  its  claims  of  extensive  proprietary  data  rights  to  the  rack  design. 
Wegmann  based  those  rights  on  its  development  work  on  similar  120mm 
ammunition  storage  racks  for  the  Bundeswehr’s  Leopard  II  main  battle 
tank.  Upon  review,  the  Inspector  General  concluded  that  Wegmann’s 
rights  were  quite  limited  and  recommended  that  the  rack  production 
contract  be  broken  out  from  the  gdls  contract  and  competed.  Because  of 
the  advanced  nature  of  contract  talks  for  a  multiyear  procurement  then 
underway,  Army  officials  decided  not  to  make  the  recommended 
changes. 

The  jlc  study  found  that  the  semiconductor  firms  that  manufactured  a 
selected  number  of  the  microcircuits  used  in  the  Abrams  tank's  ballistic 
computer,  had  foreign  dependencies.  For  the  microcircuits  we  reviewed, 
the  semiconductor  firms  are  dependent  on  foreign  sources  for  ceramic 
packaging,  which  also  appears  to  be  true  for  lead  frames  and  bonding 
wire.  In  addition,  we  found  that  the  production  equipment  and  materials 
used  for  the  fabrication  of  dies  (the  etched  silicon  chips)  as  well  as  the 
actual  assembling  of  the  microcircuits  are  increasingly  foreign  sourced. 


'Final  Report  on  the  Audit  of  the  Procurement  of  Ammunition  Storage  Racks  for  the  Ml  A1  Tank  by 
the  Office  of  the  Inspector  General,  U  S.  Department  of  Defense.  No.  87-142,  May  7.  1987 
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The  ballistic  computer  used  in  the  Abrams  is  built  by  Computing  Devices 
Company  of  Canada.  In  analyzing  the  extent  of  foreign  dependency 
associated  with  the  production  of  some  of  the  microcircuits  used  in  the 
manufacture  of  the  ballistic  computer,  we  had  to  determine  where  these 
microcircuits  are  assembled  and  where  the  four  essential  piece  parts  of 
the  microcircuits — the  die  or  chip,  the  ceramic  packaging,  lead  frames, 
and  bonding  wire — are  manufactured.2 

Assembly  of  the  microcircuits  that  we  examined  occurs  off-shore 
because  of  cost  considerations,  such  as  lower  overhead  expenses  and 
labor  rates.  However,  all  the  representatives  that  we  interviewed  stated 
that  the  testing  and  assembly  of  these  particular  microcircuits  could  be 
transferred  to  a  domestic  plant  if  a  situation  arose  in  which  domestic 
production  were  mandated  and  economic  considerations  were  deemed 
secondary.  Depending  on  the  particular  microcircuit  and  the  particular 
company,  production  could  begin  from  almost  immediately  to  within  a 
year. 

The  production  of  dies  takes  place  in  domestic  facilities  owned  by  the 
three  semiconductor  companies  that  we  contacted.  However,  industry 
officials  pointed  out  that  U.S.  companies  are  producing  less  and  less  of 
the  equipment  and  materials  needed  to  make  the  dies. 

The  semiconductor  companies  that  we  examined  are  dependent  on  for¬ 
eign  sources  for  ceramic  package  piece  parts  because  there  are  few  U.S. 
firms  that  can  satisfy  demand  and  specification  requirements.  Japanese- 
owned  firms  control  over  90  percent  of  the  U.S.  ceramic  packaging 
market  and  the  percentage  of  foreign  control  is  even  higher  if  other  for¬ 
eign  suppliers  are  included.  Only  one  domestically  located  ceramic 
package  manufacturing  facility  was  identified  as  a  current  or  potential 
vendor  for  the  companies  we  interviewed.  This  firm,  Kyocera  America, 
Inc.,  is  a  subsidiary  of  a  Japanese  company  and  the  sales  from  its  San 
Diego  operations  represent  about  13  percent  of  sales  in  the  U.S.  ceramic 
packaging  market,  according  to  a  company  official. 

Lead  frames  and  bonding  wire  are  purchased  from  foreign  firms  because 
of  a  combination  of  factors  that  include  cost,  quality,  availability,  and 


2Using  a  vendor  and  piece  parts  list  provided  to  the  JLC  researchers,  we  contacted  three  semicon¬ 
ductor  firms  to  determine  the  extent  of  foreign  sourcing  associated  with  the  purchase  and  assembly 
of  component  piece  parts  for  selected  microcircuits  used  in  the  ballistic  computer.  We  did  not  contact 
all  of  the  listed  vendors;  we  updated  the  sourcing  status  of  many,  but  not  all,  of  the  microcircuits 
reviewed  by  JLC  researchers. 
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The  F/A-18  Aircraft’s 
Ejection  Seat 


proximity  to  foreign-based  plants.  Although  the  Computer  Devices  Com¬ 
pany’s  semiconductor  vendors  rely  less  on  foreign  sources  for  these 
parts  than  they  do  for  the  ceramic  packaging,  questions  remain  about 
whether,  in  the  event  of  a  loss  of  access  to  foreign  sources,  domestic 
sources  of  lead  frames  and  bonding  wire  have  the  capabilities  to  supply 
a  quality  product  in  the  requisite  volume  and  product  specifications. 


The  ejection  seat  for  the  F/A-18  is  currently  foreign  dependent.  No 
readily  available  domestic  alternative  exists.  However,  a  new  ejection 
seat  is  being  used  for  F/A-18  (and  F-14D)  production  and  will  be  used  in 
other  new  production  naval  aircraft.3  The  procurement  plans  for  the 
new  seat  will  end,  or  at  least  mitigate,  the  current  foreign  dependency. 
The  prime  contractor  for  both  the  old  and  new  ejection  seats  for  the 
F/A-18  is  Martin  Baker  Aircraft  Company  of  the  United  Kingdom. 

The  new  ejection  seat  program,  called  the  Navy  Aircraft  Common  Ejec¬ 
tion  Seat,  began  in  1982  as  a  response  to  criticism  by  Congress  and  by  us 
about  the  multiplicity  of  naval  aircraft  ejection  seats  and  the  resulting 
high  cost  of  small  procurements  and  logistics  support.  The  then  Navy 
Secretary  ordered  replacement  of  the  various  unique  ejection  seats  with 
a  single  seat  that  would  have  a  high  level  of  component  commonality 
across  aircraft  applications  without  requiring  redesign  of  aircraft  cock¬ 
pits.  Martin  Baker  won  the  competition  against  three  domestic  manufac¬ 
turers  by  meeting  the  modest  performance  standards,  providing  a  high 
degree  of  commonality,  and  beating  the  competition  on  cost.  Current 
management  of  the  procurement  program  is  handled  by  the  Navy’s  Air¬ 
crew  Systems  program  office. 

Foreign  sourcing  of  the  new  F/A-18  ejection  seat  was  apparently  not  a 
primary  concern  of  the  Navy  but  competition  and  second  sourcing  were. 
As  a  result,  the  Navy’s  procurement  strategy  for  new  seats  will  mitigate 
against  dependence  on  Martin  Baker.  First,  the  Navy  adopted  a  leader- 
follower  procurement  strategy.  The  contract  requires  Martin  Baker  to 
establish  a  second  source  for  the  seat.  That  second  source  is  a  New  York 
firm,  East  West  Industries.  The  technology  transfer  is  occurring,  and 
Aircrew  Systems  program  officials  expect  Martin  Baker  and  East  West 
Industries  to  compete  annually  for  shares  of  the  Navy’s  new  ejection 
seats  procurements  beginning  in  1992.  Martin  Baker  also  had  to  find  a 
second  source  for  the  high  cost  expendables,  principally  the  pyrotech¬ 
nics.  That  company,  UPCO,  is  also  located  in  the  United  States. 


3The  Navy  does  not  intend  to  retrofit  the  seat  to  older  aircraft. 
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Second,  to  have  control  over  any  technology  transfer,  the  government 
procured  the  complete  technical  data  package  for  the  new  seats.  This 
sometimes  means  little  since  having  a  technical  data  package  does  not 
necessarily  result  in  the  capability  to  produce  the  design.  But  according 
to  Aircrew  Systems  program  officials,  the  “metal  bending”  technology 
required  to  build  the  new  seats  is  readily  available  domestically.  If 
access  to  Martin  Baker  were  suddenly  lost,  shifting  production  to  a 
domestic  firm  would  be  greatly  facilitated  by  government  possession  of 
the  complete  technical  data  package.  According  to  Aircrew  Systems  offi¬ 
cials,  those  few  items  that  pose  some  technological  production  challenge 
are,  at  this  time,  sourced  by  Martin  Baker  from  American  suppliers. 

An  additional  mitigating  factor  is  the  existence  of  several  domestic  man¬ 
ufacturers  of  ejection  seats.  Program  officials  believe  that  under  crisis 
circumstances,  the  seats  built  by  these  manufacturers  might  be  adapted 
to  fulfill  the  need.  McDonnell  officials  concurred  with  this  observation, 
noting  that  both  they  and  domestic  competitors  could  provide  ejection 
seats,  though  the  switch  would  take  an  unknown  amount  of  time. 


When  and  How  Were 
Buy  American 
Restrictions  Used 


In  both  the  Abrams  tank  and  F/A-18  aircraft  production  contracts,  buy 
American  restrictions  are  incorporated  by  reference  to  the  applicable 
government  acquisition  clauses,  but  the  clauses  allow  exemptions  under 
certain  conditions. 


The  AbraitlS  Tank  The  MlAl  Abrams  ammunition  storage  rack  procurement  was  not  cov¬ 

ered  by  specific  statutory  or  DOD-sponsored  restrictions  and  was  gener¬ 
ally  exempt  from  buy  American  restrictions.  Memorandums  of 
Understanding  (mou)  between  the  United  States  and  Germany  left 
Wegmann’s  ability  unencumbered  to  compete  to  design  and  produce  the 
ammunition  rack.  For  example,  as  part  of  the  standardization  and  inter¬ 
operability  objectives  for  NATO  programs,  one  mou  states  that  the  United 
States  and  Germany  will  use  common  components,  including  the  main 
gun  and  ammunition,  on  their  respective  tanks  when  possible.  Other 
bilateral  mou’s  grant  nato  allies,  such  as  Germany,  access  to  the  United 
States’  domestic  defense  market,  devoid  of  the  price  penalty  of  buy 
American  restrictions  so  long  as  the  partner  country  reciprocally  waives 
its  similar  laws  and  regulations. 
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The  F/A-18  Aircraft’s 
Ejection  Seat 


The  procurement  of  the  F/A-18  aircraft  ejection  seat  has  been  restricted 
through  legislation.  A  specific  congressional  buy  American  restriction 
prohibiting  procurement  of  all  foreign-sourced  ejection  seats  was  first 
passed  by  Congress  in  the  Fiscal  Year  1983  Appropriations  Act. 
According  to  dod,  this  restriction  was  established  after  successful  lob¬ 
bying  efforts  by  the  domestic  firm,  Stencel  Aero  Engineering,  and  was 
directly  aimed  at  keeping  Martin  Baker  out  of  the  new  ejection  seats 
competition.  Stencel’s  future  business  health  was  based  on  a  successful 
bid  for  the  new  seats  contract,  and  Martin  Baker  began  the  competition 
with  the  advantages  of  a  long-standing  relationship  and  excellent  repu¬ 
tation  with  the  Navy. 

Congress’  action  was  protested  by  the  U.S.  Navy  and  the  government  of 
the  United  Kingdom.  In  deliberations  on  the  Fiscal  Year  1984  Defense 
Authorization  Act,  members  of  the  House  Armed  Services  Committee 
stated  that  ( 1 )  the  restriction  contradicted  policy  expressed  in  the  Fiscal 
Year  1977  Defense  Authorization  Act  (P.L.  94-361)  on  NATO  rationaliza¬ 
tion,  standardization  and  interoperability  and  was  contrary  to  the 
United  States’  government-to-government  agreements  with  vato  allies 
guaranteeing  reciprocal  access  to  our  respective  defense  markets, 

(2)  Congress  was  setting  a  dangerous  precedent  by  crossing  an  historical 
threshold  against  congressional  interference  in  the  source  selection  pro¬ 
cess  by  directing,  in  law,  that  certain  manufacturers  may  not  compete, 
and  (3)  by  apparently  applying  the  appropriation  restriction  to  future 
funds,  the  legislation  exacerbated  the  problem  of  legislation  in  an  appro¬ 
priations  bill  by  appearing  to  establish  permanent  law. 

The  Fiscal  Year  1984  Appropriations  Act  changed  the  restriction  by 
exempting  from  the  restriction  any  foreign  country  that  allowed  Amer¬ 
ican  firms  to  compete  for  ejection  seat  contracts  in  that  country.  The 
United  Kingdom  later  certified  that  it  would  allow  U.S.  ejection  seat 
firms  to  compete  for  their  procurements. 
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dod  identified  two  major  efforts  to  assess  the  significance  of  foreign 
dependence  on  the  U.S.  defense  industrial  base:  the  defense  industrial 
base  information  system  and  the  revisions  to  dod  Directive  5000.1, 

Major  and  Non-major  Defense  Acquisition  Programs,  and  dod  Instruction 
5000.2,  Defense  Acquisition  Program  Procedures. 


U.S.  Defense  Industrial 
Base  Information  System 


Our  November  1989  report  stated  that  DOD  efforts  underway  to  system¬ 
atically  collect  information  on  foreign  sources  were  not  addressing  for¬ 
eign  sourcing  at  the  lower  production  tiers.  We  elaborated  on  this  in  our 
March  1990  testimony  before  the  Senate  Committee  on  Banking, 
Housing,  and  Urban  Affairs,1  stating  that  an  improved  approach  to 
defense  industrial  base  data  collection  and  coordination,  especially  at 
the  subcontractor  levels  of  production,  is  necessary  for  dod  to  properly 
plan  and  be  in  a  position  to  take  appropriate  action  regarding  the 
domestic  industrial  base,  including  the  economic,  trade,  and  technology 
security  implications  of  procuring  components  of  major  weapon  systems 
from  foreign  sources. 


According  to  dod,  the  Defense  Industrial  Network  (dinet),  has  been  rede¬ 
signed  to  provide  more  useful  and  timely  information  on  foreign 
sourcing  and  other  defense  industrial  base  matters.  However,  dod 
acknowledged  that  this  system  has  many  limitations.  There  are  pro¬ 
posals  to  develop  “a  full-scale  system,”  a  broader,  more  efficient  and 
effective  database  to  address  defense  industrial  base  issues.  According 
to  dod,  this  proposed  network  would  provide  an  industrial  data  base 
relating  to  a  given  weapon  system,  dod  is  considering  a  contract  to 
develop  technical  specifications  for  the  full-scale  system.  The  work 
under  this  contract  is  expected  to  be  completed  by  the  end  of  September 
1991 .  However,  there  are  no  dod  approved  plans  for  the  full-scale 
system. 


Revisions  to  Acquisition 
and  Industrial 
Preparedness  Regulations 


dod  is  revising  Directive  5000. 1,  Major  and  Non-Major  Defense  Acquisi¬ 
tion  Programs,  and  dod  Instruction  5000.2,  Defense  Acquisition  Program 
Procedures,  to  require  program  managers  to  analyze,  from  the  early 
stages  of  the  acquisition  process,  the  capability  of  the  U.S.  industrial 
base  to  meet  production  requirements  for  weapon  systems,  including 
surge  and  mobilization  requirements.  According  to  dod  officials,  the 
revisions  to  require  an  assessment  of  the  capabilities  of  the  U.S.  defense 


'Comments  Helming  lo  HnmthorUmlon  of  the  Defense  Production  Act,  GAO/T-NSIAD-90-10. 
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industrial  base  explicitly  include  consideration  of  foreign  sourcing  and 
dependency. 

However,  a  civilian  expert  on  defense  industrial  base  issues,  who  has 
analyzed  dod  directives  over  the  years,  said  that  ( 1 )  specific  guidance  on 
howr  to  assess  industrial  base  issues,  including  foreign  sourcing  and 
dependency,  will  appear  in  dod’s  Industrial  Base  Program  Manual,2  dod 
4005. 3-M,  which  is  currently  being  revised  and  (2)  while  the  proposed 
acquisition  directive  would  indirectly  refer  to  the  industrial  base 
manual,  he  is  concerned  about  whether  the  chain-of-command  within 
the  acquisition  community  will  adequately  ensure  enforcement  of  these 
revisions.  Other  defense  industrial  base  experts  that  we  spoke  to 
expressed  concern  about  whether  program  managers,  without  assis¬ 
tance  from  those  officials  responsible  for  industrial  preparedness  plan¬ 
ning,  would  effectively  assess  the  capabilities  of  the  U.S.  defense 
industrial  base,  including  the  risks  inherent  in  foreign  sourcing,  to  pro¬ 
duce  their  weapon  systems. 


•"’Formerly  referred  to  its  Industrial  Preparedness  Planning  Manual 
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